transparency through communication, capacity building and better digital tools. Activities related to this output
include: (i) design digital tools to support evidence-based decision making for fiscal and financial management;
(it) review of existing fiscal reports in order to identify gaps in coverage and data inconsistencies; (iii) design of
methodologies and procedures for improving the coverage, depth, and quality of fiscal reporting; (iv) promotion
and capacity building to establish an institutional culture for the use of information; (v) design of knowledge
management tools and building general PFM internal capacity; (vi) development and implementation of a
communication campaign engaging external stakeholders; and (vii) enhancing public access to fiscal information
and development of capacity to leverage open data.

Indicative activities relating to Output 4.4

4.4.  Enhanced MINFIN’s capabilities to protect digital information resources. This output seeks to make digital
information resources more resilient and strengthen the government’s capacity to detect and respond to
cyberthreats. Activities related to this output include: (i) an in-depth assessment of the cybersecurity of
Guatemala’s PFM information ecosystem that involves evaluating existing measures, identifying vulnerabilities,
and assessing risks; (ii) the creation of a cybersecurity plan that is executable in the medium term whose ultimate
goal is the establishment of an information security system based on international best practices (SO 27000) and
in line with the directives from the National Commission of Cybersecurity (Comité Nacional de Seguridad
Cibernética — CONCIBER); (iii) support the creation and mobilization of a Security Operations Center (SOC);
(iv) implementation of cybersecurity certification and external audit program. This will be linked to the work on
cybersecurity that will be done under the EU-LAC Digital Alliance in Guatemala.

Indicative activities relating to Output 5.1

5.1. Improved budgeting practices and expenditure analysis. This activity will support (i) in-depth expenditure
analysis and spending reviews in selected priority sectors to identify ways to improve expenditure efficiency; (ii)
adoption and use of advanced data analytical methods and micro-simulation models to inform better budgeting
allocation; (iii) improving the design of performance indicators and use of performance information in the
budgeting process in selected sectors; (iv) mainstreaming climate considerations in the budgeting process; (v)
designing and piloting a methodology of gender-responsive budgeting; (vi) designing and piloting methodologies
to strengthen citizen participation in the budgeting process.

Indicative activities relating to Output 5.2

5.2. Strengthened public investment and asset management. It will include the following activities: (i)
diagnostics of the current public investment management systems and factors that undermine the impact of public
investment in the country; (ii) improving the public investment management system for enhanced design,
execution, monitoring and evaluation of public investment projects; (iii) strengthening the Public-Private
Partnership framework and processes to mobilize private sector participation; (iv) incorporating climate mitigation
and adaptation considerations in public investment and asset management; (v) develop conceptual and functional
models for the adoption of digital information management tools to support the public asset management function
and strengthen the capacity of the MINFIN for public asset management.

Indicative activities relating to Output 5.3

5.3. Reinforced public procurement and contract management. It will include the following activities: (i)
Analysis and optimization of procurement modalities using demand driven approaches; (ii) review contract
management lifecycle processes and practices to ensure they are properly executed and deliver results; (iii)
development of a business continuity model including all aspects related to the security and integrity of the system;
and (iv) design and implementation of a digital system to support procurement complaints management processes.

Indicative activities relating to Output 5.4

5.4. Strengthened human resources and compensation management. It will include the following activities: (i)
review of HRM processes and practices with emphasis on recruitment, evaluation and employee promotion; (ii)
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